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Promtail

» https://grafana.com/oss/loki/

- “Loki is a horizontally-scalable, highly-available, multi-tenant log

aggregation system inspired by Prometheus. It is designed to be
very cost effective and easy to operate. It does not index the
contents of the logs, but rather a set of labels for each log
stream.”

* https://grafana.com/docs/loki/latest/clients/promtail/

* "Promtail is an agent which ships the contents of local logs to a

private Loki instance or Grafana Cloud. It is usually deployed to
every machine that has applications needed to be monitored.”


https://grafana.com/oss/loki/
https://grafana.com/docs/loki/latest/clients/promtail/

Overview

S1po- @

Promtail
[
ou | push

Application
server @
\ Loki

Loki

AN

Data source

>

' &

PostgreSQL / MariaDB
Data source

Shared Grafana

Database
server

\

grafana.osug.fr




- https://grafana.com/docs/loki/latest/installation/docker/

InSta”ation - Install Loki and Promtail on local machine

- Customized to deploy services configuration from Ansible



https://grafana.com/docs/loki/latest/installation/docker/

- https://grafana.com/docs/loki/latest/operations/storage/retention/

- 28 days retention

chunk_store_ config:

LOkl retent|on max_look_back_period: 672h

table_manager:
retention_deletes enabled: true
retention_period: 672h

policy

Example of space usage on sphere-dc:

spherdwh@sphere-dc ~

$ docker ps --size

CONTAINER ID IMAGE PORTS NAMES SIZE

a34f856829d0 grafana/promtail:latest loki_promtail_1 546B (virtual 168MB)
26ffb818fc24 grafana/loki:latest 0.0.0.0:3100->3100/tcp  loki_loki_1 853MB (virtual 91SMB)



https://grafana.com/docs/loki/latest/operations/storage/retention/

- job_name: tomcat
static_configs:

# Tomcat logs
- targets:
- localhost
labels:
job: tomcat
__path__: /var/log/tomcat8/catalina.out

P rO mta I | # DC application logs

- targets:
- localhost

- ta rg ets Labels:
job: application

__path__: /var/log/tomcat8/{sphere-server,sphere-server-dev,cobrex-server,cobrex-server-dev}.log

# DB logs
- targets:
- localhost
labels:
job: db
__path__: /var/log/tomcat8/{sphere-server,sphere-server-dev,cobrex-server,cobrex-server-dev}-db.log




pipeline_stages:
- match:
selector: '{job="db"}"
stages:
- regex:
expression: '~(?P<time=\S+ \S+) (7?P<level=\S+) \[(?P<logger=\S+)\] - (?P<sql_type=[A-Z]1[A-Z]+) (?P<log=.*)s"
- labels:
sql_type:
- match:
selector: '{job="tomcat"}"
stages:
- multiline:
firstline: '"\S+["a]l["t]\S'
max_walt_time: 3s
- replace:
expression: '~(\s*(?:Internal Exception: |Caused by: )?[A-z._\d$]1*(?:Error|Exception)[A-z._\d]*)[:\n]’
replace: '{{.Value}} (ERROR)'
- regex:
expression: '~(?P<time>\S+ \S+) (?P<level>\S+) - (7?P<log>.*)$’

n
Promtail -
expression: '~(?P<time=\S+) \[(?P<thread=\S+)\] (?P<level=>\S+) (?P<logger>\S+)? ?- (?P<log=>.*)$'

- regex:
expression: '~(?P<time>\S+ \S+) (?P<level>\S+) \[(?P<logger=\S+)\] (?P<log>.*)$"

n
- parsin
expression: '~(?P<exception=\s*(?:Internal Exception: |Caused by: )?[A-z._\d$]*(?:Error|Exception)[A-z._\d]*) \((?P<level=>\S+)\)[:\n]"
- labels:
level:
- match:
selector: '{job="application"}"
stages:
- multiline:
firstline: '™\S+[~a]l[~t]\S'
max_wait_time: 3s
- replace:
expression: '~(\s*(?:Internal Exception: |Caused by: )?[A-z._\d$1*(?:Error|Exception)[A-z._\d]*)[:\n]"’
replace: '{{.value}} (ERROR)'
- regex:
expression: '~(?P<time=\S+ \S+) (?P<level=\S+) \[(?P<logger=\S+)\] - (?P<log=.*)$%"
- regex:
expression: '~(?P<exception>\s*(?:Internal Exception: |Caused by: )?[A-z._\d$1*(?:Error|Exception)[A-z._\d]*) \((?P<level=\S+)\)[:\n]"
- labels:
level:
logger:




- match:

selector: '{job="access"}'

stages:

- replace:
expression: ‘\((HTTP\S+ 200)\)’
replace: '{{.value}} INFO'

- replace:
expression: '\((HTTP\S+ (404|403|500))\)"
replace: '{{.value}} ERROR'

PFO mta | | ’ reg}(Schésion: \((HTTP\S+ (3\d\d))\)"

replace: '{{.value}} TRACE'
- regex:
expression: '“\[pid: (?P<pid>\S+)\|app: (?P<app>\d+)\|req: (?P<req_nb>\d+)\/(?P<req_total=\d+)\] (?P<ip>\S+) \(\) \{.*\}
\[(?P<time>["\11+)\] (?P<method>\S+) (?P<url>\S+) => generated (?P<size>\S+) bytes in (?P<duration=\S+) .* \((?P<http_version=HTT
P\S+) (?P<cade>\$+) ?(?P<level>\S+)?\) (?P<info>.*¥)s"
- pack:
labels: [size, duration]
- labels:
level:
status:
method:
code:

- parsing




- Use named capturing groups (?P<name>...)
* Use multiline to group stack traces lines
Promta Il * Use replace to inject a customized log level
- Pd rsi Nng » Pack captured groups as JSON with pack

- Grafana uses Go lang reqgular expressions, no negative/positive
lookahead/lookbehind




88 General / SSHADElogs +# <3

Loki sshade v PostgreSQL sshade v Project =~ www.sshade.eu v

Activity history

Activity overview
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Access log

Access graph
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Application log

OSError (ERROR): write error

Ved Sep
Ved Sep
OSError
ed Sep

6 Wed Sep

- uwsgi_response_writev_headers_and_body. ken pipe [core/writer.c line during GET /data/s
SIGPIPE: writing to a closed pipe/socket/fd (probably the client disconnected) on request /data/samp
or
uwsgi_response_writev_headers_and_body_do(): Broken pipe [core/writer.c line 3@6] during GET /dat

SIGPIPE: writing to a closed pipe/socket/fd (probably the client disconnected) on request /dat

OSError (ERROR): write error

Wed Sep 109: 2021
Wed Sep
ade/contr
OSError (ERROR
Wed Sep 1 02:47
Wed Sep 1 02:
OSError (ERROR

: Done:

- uwsgi_response_writev_headers_and_body_do(): Broken pipe [core/writer.c line 306] during GET /data/s
- SIGPIPE: writing to a closed pipe/socket/fd (probably the client disconnected) on request /data/samp
/dashboard/ 34: SAWarnin, eDecorator UtcDateTime(tim True) will not produce a ca

or
_do(): Broken pipe [core/writer.c line 306] during GET /data/S
e client disconnected) on request /data/SPEC

CREATE ARCHIVE: /srv/sshade/'

>>> INFO: Co
>>> SUCCESS: Done.
>>> DEBUG:
> DEBUG:
> WARNING: Ignoring m

y 'experiment_uid' block, at line 84
y 'publication_uid' block, at line 79
ng file 'Verderame-1965-JCP-42-3337.pdf' for publication 'PUBLI_Verderame_1965', at line 12

>>> INFO: Importing publication 'PUBLI Verderame_1965' (correction)
>>> SUCCESS: OK: The XML file is valid. Importing..

>>> WARNING: Ignoring m:
>>> INFO: Importing

OSError (ERROR write error
2021 - uwsgi_response_writev_headers_and_body_do(): Broken pipe [core/writer.c line 306] during GET /data/

Tue Aug 31 16

: 24830/128891] 157.90.209.78 () {38 vars in 913 bytes} [Wed Sep 1 19:19:19 2021] GET /data/SPECTRUM_BS.
: 50466/128890] 185.191.171.21 () vars in 776 b;
: 50465/128889] 157.90.21 ( 3 in 909 bytes} [Wed Sep 1 19
: 24829/128888] 185.191.171.41 () {38 va

ata/local/upload/f955e1a@-29a@-47b1-ad95-b9515909b88/publi_Verderame,

vars in 935
38 vars in 933

ed Sep 1 19:19:30 2021) GET /data/SPECTRUM_BS_
[ Sep 1 19:19:28 2021] GET /data/EXPERIMENT_LB,

2021] GET /data/EXPERIMENT_J

2021] GET /data/SPECTRUM_BS_
ded Sep 1 19:19:18 2021] GET /data/MATSOL_CeAc
2021] GET /data/SPECTRUM_BS_
} [Wed Sep 1 19:19:08 2021] GET /data/SPECTRUM_GL




88 General / SPHERElogs # <«

9-01 08:50:04 to 2021-09-01 18:04:

Source  Loki cobrex-dc v cobrex v Search

Process number by start time Process list

Start date ~ Duration status user_email launcher

2021-09-01 11:15:24 00:38:00 283457 antoine. chomez@univ-grenoble-alpes.fr cobrex-dc-grid

Q ct i Vity g ra p h 2021-09-01 11:14:41 00:37:31 283456 e.chomez@univ-grenoble-alpes.fr cobrex-dc-grid

2021-09-01 09:33:21 00:01:42 283455 e.chomez@univ-grenoble-alpes.fr cobrex-dc-grid

cobrex-dc-grid

d I I 2021-09-01 09:27:52 00:01:42 283454 ird_paco_gestion_output_test10 finished antoine.chomez@univ-grenoble-alpes.fr
0

09:00 10:00 11:00 12:00 14:00 15:00 16:00
== finished Total:2 == waiting_validation Total 2

Log application Log application

|2021-09-01 15:00:50,496 INFO [fr.osug.dev] - User.logout: User damien.albert@univ-grenoble-alpes.fr logged out (sid:1234d889-1d4e-4322-bed1-ef1db57€c299).
|2021-09-01 3:56,486 TRACE [fr.osug.acl] - stephane.bergeon@un

|2021-09-01 47,575 TRACE [fr.osug.acl] - stephane.bergeon@univ-grenoble-alpes.
|2021-09-01 51,498 TRACE [fr.osug.acl] - stephane.bergeon@un enoble-alpes.
|2021-09-01 14:36:51,498 TRACE [fr.osug.

|2021-09-01 29,438 TRACE [fr.osug

|2021-09-01 TRACE [fr.osug.acl] -

|2021-09-01 26,516 TRACE [fr.osug.acl] -

|2021-09-01 14:35:16,965 TRACE [fr.osug.

|2021-00-01 16,217 TRACE [fr.osug. :
|2021-09-01 52 TRACE [fr.osug. tephane . bergeon@univ-grenoble-alpes.

urces/maintenance/ex: list [executableRecipe
urces/workspace/get_ ace_group_list [works
urces/workspace/get_wor _group_detail [workspac
rces/vorkspace/get_workspace_group_detail [workspac
rces/workspace/get_user_u st [works
rces/vworkspace/modi [workspace s
rces/workspace/get_wor ) _ i pac
ace_calibration_detail [wo
pace sele
urces/workspac: = ace_group_list [works
urces/workspace/get_wor!
|2621-09-01 14:34:10,258 TRACE [fr.osug. stephane. bergeon@univ-grenoble-alpes.fr: /cobrex-server/webresources/workspace/get_

09:00 10:00 11:00 13:00 14:00 |2021-09-01 10,105 TRACE [fr.osug. ephane. bergeon@univ-grenoble-alpes.
|2621-09-01 10,101 TRACE [fr.osug.acl] - stephane.bergeon@univ-grenoble-alpes.fr

|2021-09-01 17,119 TRACE [fr.osug. ephane..bergeon@univ-grenoble-alpes.
0 1

orkspace_group_detail [workspac
/webresources/workspace/get_user_w ace_group_list [wor

er/webresources/workspace/get_workspace_group_detail [workspac

w= level == DEBUG == INFO == TRACE

Log tomcat Log tomcat

01-Sep-2021 17:51:37.172 INFO [http-ni exec-317] org.apache. coyote.httpll.HttpllProcessor Error parsing HTTP req
Note: further occurrences of HTTP request parsing errors will be logged at DEBUG level.
java.lang.IllegalArgumentException: Invalid character found in method name. HTTP method names must be tokens
at org.apache.coyote.httpll.Httpl1InputBuffer.parseRequestLine(Httpl1InputBuffer.java:432)
at org.apache.coyote.httpll.Httpl1Proceq i j 0
t org.apache.coyote.AbstractProcessorLi
org.apache. coyote. AbstractProtocol $Cd
org.apache.tomcat.util.net.NioEndpoil e rve r O g S
org.apache.tomcat.util.net
java.base/java.util.concurrent.ThreadPoolExecutor$korker. run(ThreadPoolExecutor. ja
org.apache.tomcat.util.threads.TaskThread$WrappingRunnable.run(TaskThread.java:61)
i, . ava.lang.Thread.run(Thread
g Si— =k S |2021-9-01 15:06:50,496 INFO - User.logout: User damien.albert@univ-grenoble-alpes.fr logged out (sid:1234d889-1dde-4322-b0d1-ef1dbS70c299).
D fCo UL 2D D D D |2021-09-01 14:32:27,507 INFO - User.login: User stephane.bergeon@univ-grenoble-alpes.fr logged in (sid:b24df351-5f77-4129-bal3-6560c88al62c).
— 2 = LR — saiEe = Ll l2621-09-01 14 740 INFO - User.logout

50

antoine.chomez@univ-grenoble-alpes.fr logged out aded-0580-4de3-88b1-6adf2efIF4

Log combined
01-Sep-2021 17:51:37.172 INFO [http-nio-8080-exec-317] org.apache.coyote.httpll.HttpllProcessor.
Note: further occurrences of HTTP request parsing errors will be logged at DEBUG level.
java.lang.IllegalArgumentException: Invalid character found in method name. HTTP method name)
at org.apache.coyote.httpll.Httpl1InputBuffer. parseRequestLine(Httpl1InputBusfer. jav|
at org.apache.coyote.httpll.Httpl1Processor e(HttpllProcessor.java:502)
at org.apache.coy .AbstractProcessorLight.prox AbstractProcessorLight.jav;
at org.apache.coyote.AbstractProtocol$ConnectionHandler. process(AbstractProtocol . jay
at org.apac! .util.net.NioEndpoint$SocketProcessor. doRun(NioEndpoint.J
at org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.

reader

at java.base/java.util.concurrent.ThreadPoolExecutor.runkorker(ThreadPoolExecutor



- Use database requests to correlate activity to logs

Grafana

* Explore combined logs : use labels, wrap, dedup, show/hide, split

- logs

- Unpack JSON with | unpack, refine query with | var = "value"




Variable Definition

loki

posigres

+

www.sshade.eu,dev.ss sshade.eu

Use variables for Loki and database sources

Variables

Restrict logs to project : filename=~".*$project.*"

Search field on all queries : |~ "$search”

Exclude query, either:
- exclude a non existing string by default (ie.

_no_exclusion_")

* hack the search field with "I~ "value




88 General / SSHADEactivity * <
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Data usage §

RD
sph_ird_master_dark ird_specal_dc

Daily data
I
I

Recipes

treemap

sph_ifs_master_dark

Daily process

ifs_specal_dc

Daily recipes » Process graph



- Use query option Max data points, Min interval to improve
readability

- Use SQL sum(count(id)) OVER (ORDER BY date) to display cumulative
graphs

- Use Legend {{field}} to display a field value

* Use Inspect / Panel JSON "aliasColors" to override colors
consistently




